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Linux log analysis

Logs files:

A log file store events, process, massages and other data from applications,
operation system or devices.

They provide information based on the actions perform by the user, playing an important
role in monitoring.

So basically, Linux operating systems like kali and ubuntu their logs are stored in the
following directory /var/log. So basically, there are some important logs file that we need
to check and analyze them.

Boot

Cron
Secure
maillog
Httpd

6. Massages

Al

So here, boot logs are created during the startup of the system. If there is an issue, every
single event will be logged.

In the crontab, all logs related to scheduled tasks are created. For example, if we need to
update the system, we can schedule the task in crontab. At the specified time, the system
will update, and the corresponding event will be logged.

In secure log all the security information are stored like user login activity user logout
authentication failure and password related etc.

In Linux, mail logs capture details about email processing, including sender/recipient
addresses, delivery status, and errors, as well as connection and authentication attempts.

In Linux, httpd logs record details of web server activity, including client requests, URLs
accessed, and server response statuses. They also log errors, warnings, and server
issues during operation.

In Linux, messages logs store general system activity and diagnostic information,
including kernel messages, boot processes, and system events. They help monitor
overall system health and troubleshoot issues.

So, these are some short brief of those logs so now let’s check and do some analysis.
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fox@ubuntuvictim: /var/log

File Edit View Search Terminal Tabs Help
ubuntu-victim@ubuntuvictim: ~

ysql
postgresql

First of all, as we can see, our Ubuntu logs are located in /var/log, where all the log
files are stored. We will install a package and then check to see if the logs are being
generated..

Activities ] Terminal ~ o 12102 ol ez @ P
fox@ubuntuvictim: fvar/log and

*’ File Edit View Search Terminal Tabs Help

Fox@ubuntuvic tu-victim@ubuntuvictim; ~ ubuntu-victim@ubuntuvictim: ~ (| B -

logs.
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mysql
postgresql
anba

So, since we ran the apt command, we are now checking its logs. Navigate to the location
Ivar/log/apt as mentioned in the figure, and you will find the history.log file. Open it using
the nano command

File Edit View Search Terminal Tabs Help
fox@ubuntuvictim: /var/log/apt % ubuntu-victim@ubuntuvictim: ~ x ubuntu-victim@ubuntuvictim: ~ x WO
I crunch: 6

E 15:00:19

untul, automa

.1-4ubuntul, al

Here the log of that installation is being created which mean our system logs are
monitoring fine.
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File Edit View Search Terminal Tabs Help

fox@ubuntuvictim: /var/log * ubuntu-victim@ubuntuvictim: ~ X
apt u te

ubuntu-victim@ubuntuvictim: /var/log = oy

M =T ¥ 6 8 rghtcyl

Now, here is another log file named mail.log. This file contains all logs related to mail,

including information about sent and received emails, as well as any failures on the
network

File Edit View Search Terminal Tabs Help

Fox@ubuntuvictim: /var/log

Here are the mails all of the mail logs are showing in the figure.

PREPARED BY MEHMOOD-UL-HASSAN



P2 Ubuntu (Snapshot 1) [Running] - Oracle VM VirtuzlBox X
Fie Machine View Input De Help
Activities = Terminal = ou 12118 Gl ymas @

*j ubuntu-victim@ubuntuvictim: fvar/log
\ File Edit View Search Terminal Tabs Help

Fox@ubuntuvictim: /var/log ubuntu-victim@ubuntuvictim: ~

ql
postgresql
mb

BorIS#EES TG B rotcrl

Now, here is another log file named boot.log. This file contains all the logs related to the
system startup, including information about services, programs, and network activities.

im: /var/log ubuntu-victim@ubuntuvictim: ~ ubuntu-victim@ubuntuvictim: /var/log Y

Here is the log file opened so here we can see all file and programs related to the startup
of the system.
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P& Ubuntu (Snapshot 1) [Running] - Oracle VM VirtualBox X
File Machine Wiew Input Devices Help
Activities ] Terminal ~ U 204 Slymaz @

*, root@ubuntuvictim: /var/log
S File Edit View Search Terminal Tabs Help

Fox@ubuntuvictim: /var/log * ubuntu-victim@ubuntuvictim: ~ x root@ubuntuvictim: /var/log « NI
t # 1s

re C
E ) P "

As shown in the figure, this is the Ubuntu firewall log file. It stores all the information
related to UFW, such as which services are enabled or blocked.

A Ubuntu (Snapshot 1) [Running] - Oracle VM VirtualBex x
Fle Machine View Input Devices Help
Activities [ Terminal = o 206 <l yxaz @

root@ubuntuvictim: fvar/log
*’ File Edit View Search Terminal Tabs Help

Fox@ubuntuvictim: /var/log ubuntu-victim@ubuntuvictim: ~

D=16
[UFW

Now as we open the UFW file so here our all details we can see that some service are
blocked by UFW and some are allowed according to the rules.

Now after all that let’s do integration mean to integrate our ubuntu with Wazuh to monitor
all the logs and traffic there on Wazuh(siem).
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P Ubuntu (Snapshot 1) [Running] - Oracle YM VirtualBox
Fie Machine View Input Devices Help
Activities [ Terminal ~ o 651 olimaz®

‘s root@ubuntuvictim: fvarfossecfetc
> File Edit View Search Terminal Tabs Help

root@ubuntuvictim: /var/ossec/etc Fox@ubuntuvictim: /var/log/apt root@ubuntuvictim: /var/ossec/etc x [N

a
for ubun

To perform this integration, first navigate to the /var/ossec/etc directory. There, you will
find the ossec.conf file, which is the configuration file for Wazuh.

Fle Machine View Input Devices Help
Activities [ Terminal = o 657 ol @

root@ubuntuvictim: fvarfossec/fetc

*s File Edit View Search Terminal Tabs Help

wazuh-user@wazuh-server:~ root@ubuntuvictim: /var/ossecfetc * fox@ubuntuvictim: fvar/log/apt x root@ubuntuvictim: /var/ossec/etc x
GNU nano 2.9.3 ossec.conf Modified

So, here at this underlined place here we have to write our ubuntu logs file integration
details.
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3 Ubuntu (Snapshot 1) [Running] - Oracle VM VirtualBex e
File Machine View Input Devices Help

| have described how to integrate Ubuntu log files into the Wazuh server for monitoring.

P& Ubuntu (Snapshet 1} [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Activities [E] Terminal on T7 olyzaz®
*, ubuntu-victim@ubuntuvictim: ~
. File Edit View Search Terminal Tabs Help

wazuh-user@wazuh-server:~ * | root

zulucrypt-cl
zulucrypt-gu

Now for checking it we have here just for checkup installed a zzuf package with apt to
monitor that log on the Wazuh server.

So, after running the command to monitor the logs just open your Wazuh server and make
sure your agent is active there.
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N Overview a
\ENTS SUMMARY LAST 24 HOURS ALERTS

@  Active (1)

Critical severity High severity IMedium severity Low severity
@ Disconnecled (1)
Rule leve! 15 or higher Rule fevel 12t 14 Rulelevel Tio 11 Rulelevel 0108
ENDPOINT SECURITY THREAT INTELLIGENCE
{é‘} Configuration Assessment EL Malware Detecfion @ Threat Hunting (O Vulnerability Defection
Sean your asseis as part of a configuraton ety that your systens are configured aceording to Browse through your security aiers, identfying issuss Discover what applications in your anvironment are
assessment audit your szourity polisies baseine and theeats in your environment affected by well inown vuinerabiliies.
File Integrity Moriloring {o} wimee arrack GR VinsTota
Alers related to fle changes. inctuding permissions. Sasurity events from the knowledge base of adversary Plerts resulting from VirusTotal analysis of suspicios

content, cunership, and attibuies. icues based on reahworld fles via an infegration with their AP

So here in the above figure our Wazuh dashboard is opened and agent is active so now
just click on the three dots on the right-hand side.

E._ojw, Overview a

Recently viewed )

@ Home >

@ Explore v ) @
Discover @

Dashboards

Visualize
Reporting
Alerting
Maps

Notifications

~ L

So, after clicking the three dots, a new tab will open, as shown in the above figure. In this
tab, you will see several options, including one labeled Explore. Within the Explore
section, click on the Discover option to proceed.
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hare  Reporting  Inspect | (@

= W Discover @ newbDiscover New  Save  Open

@ SN
sz sens vl e DO B Lest30miutes Ep—
@ + Add filter
@ Filte 3
[ielectad fields 89 hits
_source - Aug 22, 2024 @ 183:51:01.265 - Aug 22, 2024 @ 19:21:01.266 per _Auto
[wailable fields
¢ _indax A @ E V <
t agentid G @
¢ amee A e
timestamp per 30 seconds
¢ sgentrame )
= ot Tofele 3
t data command [ ] felumns % sereles
Time (timestamp)
¢ dat= dstuzer [ ]
1] cotn i dotn A e @  Aug 22,2024 @ 19:10:40.595
crigtion | New
¢ datafle [ - ]
[@  Aug 22,2024 @ 19:10:36.650 |inputtype Icg
_ reh amosd data
] danpud a e & dascrpton Dpkg
W P W@ Aug 22, 2024 @ 19:10:36.679 |inputtyps  Iog |agentip | 192.185.0.105 |agentname | ubuntu_new |agentid | 002 managernams | w arver |datadpky staus status nfigurad | data.package | z=uf | data.are

So, you will notice that, as we have integrated Wazuh with Ubuntu and ran the command
sudo apt install zzuf to install the package, all related logs are being monitored and
displayed here, as shown.

P4 Ubuntu (Snapshot 1) [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

9

root@ubuntuvictim: /var/fossec/etc
E File Edit View Search Terminal Tabs Help

wazuh-user@wazuh-s... x root@ubuntuvictim:~ X | fox@ubuntuvictim: /v... X | root@ubuntuvictim: /... % | root@ubuntuvictim: /...
GNU nano 2.9.3 ossec.conf

Now here as | added one another ufw log file in ossec.conf, so now we have to check
their logs.
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File Edit Vview Search Terminal Tabs Help

root@ubuntuvictim: ~ * | Fox@ubuntuvictim: fv... * | root@ubuntuvictim: /... * | root@ubuntuvictim: /... » [P
b : - | file or direct

il

nan

!

ruleset
tmp

Now let’s restart Wazuh agent.

= W

Qverview

® Active (1)
@ Disconnectzd (1)

ENDPOINT SECURITY

Mal

{E} Configuration Assessment

Sea

your

File Integrity Monitering

ted o file change: ding permissions,

part of a configuraton v

Critical severity

0

Rule level 15 or higher

hware Detection

ssiine.

sre canfigurad aceording to

LAST 24 HOURS ALERTS

High severity Medium severity Low severity

338

Fule level 1210 14 Fule leve! Tto 11 Rule level 010 8

THREAT INTELLIGENCE

@ Threat Hunting (O Vulnerability Detecticn

stz dentifying ssues

¢} wmReaTTacK CY ViusTotel

suling 2| anaiysis of suspicious

ir A1

So then after restarting as we can see our agent is active.
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wazuh-user@wazuh-s... x root@ubuntuvictim: ~ * | fox@ubuntuvictim: /v... * | root@ubuntuvictim: /... * | root@ubuntuvictim: /... Mo~

2ULE | NUM

NUM

of RULES

So our agent is active so let's do something to monitor their logs there on ubuntu. So all
these commands are used in ufw which | opened with sudo ufw —help.

root@ubuntuvictim: /varfossec/etc

File Edit view Search Terminal Tabs Help

Then here | used some basic commands like disabled enable status allow the specific
network deny the specific ip etc. so now let’s check their logs.

PREPARED BY MEHMOOD-UL-HASSAN



W. Overview
AGENTS SUMMARY LAST 24 HOURS ALERTS
® Active (1)

Critical severity High severity Medium severity Low severity
@ Disconnected (1)

0 543 338

Rule leve! 15 or higher Rule level 1210 14 Rule level 7o 11

ENDFOINT SECURITY \ THREAT INTELLIGENCE

Rule level 010 6

f:‘l.?} Configuration Assessment

o Malware Detection @ Threat Hunting (O Vulnerability Detection
Scan your asses as part of a configuration Varify that your systems are configurad accarding to Brows through your security alerts, identifying issues Discover what applications in your environmant ara
sssessment zudt your security pofices bassine. and theests in your emvranment sfiacted by wellknown vulnsraives.
)
File Integrity Monitoring {0} MITRE ATT&CK G VinusTotal

Alerts related to file changes, including permissions, Security evenis from the knowledge base of adversary
content, ownership, and attributes

Alarts resulting from VirusTotal analysis of suspicious
tacties and technigues based on res-world

files via an integration with their AL
cbssrvations.

SECURITY OPERATIONS CLOUD SECURITY

PCIDSS [H1 coPr

% Docker aWs Amazon \Web Services
Giobal securlty standard for entifes that prosess. store. General Data Protection Reguiaton (GDFR) seis Monitor and sollect the actvity from Docker continers Security events related to your Amazon AWS senvices.
or transmit pavmen cardnolder data.

collected directly via AVS AR

auidslines for processing of personsl dats such 35 crestion, running, staring, stopping o pausing

So for logs go to your dashboard and check your agent is active or not then click on threat
hunting tab.

Threat Hunting ubuntu_new

Dashboard ~ Events (%) ubuntu_new (002) X [ Generate report

DaL| | @~ | Todey o s
managername: wazuh-server | sgentid: 002 | + Add filter

A

Total Level 12 or above aleris. Authentication failure Authentication success

13 0 0 0

Top 10 Alert groups evalution

S Berts &
sudo 3
@ syslog 8
o H
5 5
8 8 4
) w300 08:00 1200 1200 2100 : 06.00 0000 1200 1800 2100
timestamp per 30 minutes fimestamp per 30 minutes
A A A
Top § alerts I's Top & rule groups s Top § FCI DSS Requirements s
@ Succsssiul sudo to R, sudo @ 1022
® 1025

Then here in search bar | typed ufw to monitor ufw logs.
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@timestamp
_id

agent id
agentip
agent name

data.command

aata dstuser
data.puid

data srcuser

data tty
decoder.fscomment
decodername

decoder parent

full_log
id
input type

2024-08-22T18:35:57 5112

0eVfeSEBhNZPWEXY28p7

002

192.168.0.105

ubuntu_new

lusrishin/ufu allow from 191.168.0.024 ~ifemmmm—

roof

Ivariossecietc

root

ptsi4

First time user execuled the sudo command

sudo

sudo

Aug 22 23:35:58 mail sudo,

1724351757.1332930

root - TTY=pts/d4 | PWD=Narlossec/etc

USER=root ; COMMAND=/usr/sbin/ufw allow from 191.168.0.0/24

Then here the logs are monitored as | allow the network.

Table

JSON Rule

@timestamp

_id

agentid

agentip

agent.name

data command

data dstuser

data.puid

data srcuser

data.ty

decoder fiscomment

2024-08-22718:3427 3652

meVeeSEBhnZPwExYcBrq

002

192 168 0 105

ubuntu_new

fusrisbin/uf disable efmmm—

root

Mvariossec/elc

root

ptsid

First time user executed the sudo command

Then here is another log of disabling the ufw.

Security Alerts

Time Technique(s)

Aug 22,2024 @
23:35:57.511

Aug 22,2024 @
23:3435382

T1548.003

Table  JSON Rule

@ftimestamp
_id

agentid
agentip
agent.name
data.command
data.dstuser
data.pid
data.srcuser
data ty

decoder fiscomment

T1548.003

Tacticis)

Privilege Escalation, Defense Evasion

Privilege Escalation, Defense Evasion

2024-08-22T18:34:35.332Z
nOVeeSEBhnZPwEXYiBpE
002

192.168.0.105

ubuntu_new

fust/sbin/ufw enable

roof

First time user executed the sudo command

The here is another log of enabling the ufw.

Description

Successful sudo to ROOT executed.

Successful sudo to ROOT executed.

Level

Rule ID

So in short words we can monitor here all the logs here in wazuh as we integrated.
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Windows logs analysis

Windows log analysis involves examining various logs generated by the operating system
and applications to monitor system activity, identify security events, and troubleshoot
issues. Key logs include the Security, Application, and System logs found in the Event
Viewer, which record events like user logins, application errors, and system warnings. By
analyzing these logs, administrators can detect unauthorized access, track changes, and
ensure system integrity. Tools like Wazuh can centralize and automate this analysis,
making it easier to identify patterns, anomalies, and potential threats across multiple
systems.

o
x

=/ Local Group Policy Editor -
File Action View Help
e nE X HE

=/ Locel Computer Policy Neme Descriptien
v & Computer Configuration

. _toroeeb Polie: Password and account lockout policies
Coninsinrn Cottinnr
r " Windows Seti - q 4 Local Policies 9,- Auditing, user rights and security options pelici...
v - ] .

_"__:m_.g all with Advanc...  Windows Defender Firewall with Advanced Sec...
A Neme REsolien Policy | Network List Manager Polici Network name, icon and locati i

& Smpts (Startup/Shutduwn] o ork List ! EIHHQET olicies iOrk Name, Icon and location group policies.
. | Public Key Policies

=, Security Settings Q’. | Software Restriction Policies

| Application Control Policies Application Control Policies
" Administrative Templates '\SIP Security Policies on Local Computer Internet Protocol Security (IPsec) Administratio...
v i, User Configuration | Advanced Audit Policy Configuration Advanced Audit Policy Configuration
| Software Settings
| Windows Settings

| Administrative Templates

So for first of all in windows type local group policy and then in windows settings click on
security settings as we want to monitor first security logs then click on local policies.
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=] Local Group Policy Editor
File Action View Help

| ==

1=/ Local Computer Policy
~ {% Computer Configuration
7| Software Settings
v [ Windows Settings
| Name Resolution Policy
|| Seripts (Startup/Shutdown)
=1 Deployed Printers
v B Security Settings
A Account Policies
' Local Policies
| Windows Defender Firewall wit!|
“| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
&, IP Security Policies on Local Col
| Advanced Audit Policy Configu
ol Policy-based QoS
| Administrative Templates
v i User Configuration
] Software Settings
| Windows Settings
| Administrative Templates

| Nama -

Decrrintinn

ST Rights ASsTgren
A Security Options

5 Audit Policy Audit Policy -

ST RIgts ASsTgnnment
Security Options

Then in local policy click on audit policy.

=/ Local Group Policy Editor
File Action View Help

| 2 XE |

=] Local Computer Policy
~ {8 Computer Configuration
| Software Settings
~ [ Windows Settings
| Name Resolution Policy
(= Scripts (Startup/Shutdown)
= Deployed Printers
Fh Security Settings
A Account Policies
v (4 Local Policies
4 Audit Policy
A User Rights Assignment
A Security Options

<

Policy

4 Audit account lagen events
it
] Audit directory service sccess

| 4 Audit account mana

54 Audit logen events
54 Audit object access
54 Audit policy change
44 Audit privilege use
4 Audit process tracking

[ Audit system events

Security Setting
Success, Failure
Mo auditing

Success, Failure
Success, Failure
Ne auditing

Success, Failure
Success, Failure
Success, Failure

Success, Failure

= Windows Defender Firewall wit
| Network List Manager Policies
| Public Key Policies

“ Software Restriction Policies

“| Application Control Palicies
& 1P Security Policies on Local Col

F Achranced Andit Dalicw Confion

Now here enable this event policy which you want to monitor.

View Help

S| HEXE = HE

le  Action

Local Camputer Policy p
% Computer Configuration
| Software Settings

~ [7] Windows Settings

] Name Resolution Policy ey

olicy

[ Audit account logen events
8 Audit account management

Audit directory service access
Audit logon events

Security Setting

Audit account management Properties

Local Security Sefting  Explain

[ Seripts (Startup/Shutdown) - i
=) Depfnyed p,infm 12 Audit object access j. Audit account managemert
v F Security Settings [ Audit policy change *
A Account Policies [ Audit privilege use
~ [ 4 Local Policies [ Audit process tracking
4 Audit Policy 1 Audit system events Aud these attempts:

& UserRights Assignment
& Security Options
| Windows Defender Firewall witt
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
&, IP Security Policies on Local Col
| Advanced Audit Policy Configu
iy Policy-based QoS
71 Administrative Templates
&, User Configuration
| Software Settings
7 Windows Settings
| Administrative Templates

[ Success

[ Faiure

overmde category level audt policy.

For more information, see Audit accourt management. (Q921468)

This setting might not be enforced if other policy is configured to

For enabling right click on the policy you want to enable and click on these dialog boxes.
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Settings
@ Home Remote Desktop
Find a setting yeol

SyEtem if you were working directly on this PC.

D Display Enable Remote Desktop |,
@ on

) Sound —
Ll

D Notifications & actions

2D Focus assist D itomatic onnedt .

("  Power & sleep Advanced settings

3 Battery .
How to connect to this PC

= Storage

Remote Desktop lets you connect to and control this PC from a remote
device by using a Remote Desktop client (available for Windows,
Android, i0S and macOS). You'll be able to work from another device as

Show settings

Show settings

Use this PC name to connect from your remote device:

DESKTOP-GOR5N3V

[ B

Have a question?

Solving PC problems remotely

Setting up remote desktop

Q Get help

& Give feedback

Now all monitoring environment is set so we first on our remote desktop for practice demo.

3 system

Control Panel Home

M Device Ma

|6 Remote settings [

o) Advanced

4 E4 5 Control Panel » All Control Panel ltems » System

naner Windows edition

-

Windows 10 Pro

system settings

Swstem

View basic information about your computer

@ 2019 Microsoft Corporation. All rights reserved.

- O

v @ Search Control Panel yel

am Windows10

Now one more setting for enabling rdp is right click on this pc and then click properties so
you will see this window interface. Then click on remote settings.

K system

Conti

G Devig|
) Rem
0 Systel
o) Adva

System Properties

Computer Name  Hardware Advanced System Protection Remote
Remote Assistance

Alow Remate Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced

Remote Desktop

Choose an option, and then specify who can connect

(O Don't allow remote connections to this computer

@ Allow remote connections to this complter

+L [] Allow connections only from computers running Remote JJ

Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

See al

Securi

omputer

erved.

M) i3-3300U CPU @ 2.30GHz  2.29 GHz
B usable)
g Systern, x64-based processor

th Input is available for this Display
ngs

N3V

N3V

oftware License Terms

Product ID: 00330-20000-00000-AA481
so

ity and Maintenance

— O

~| O Search Control Panel yel

am Windows10

& Change settings

®Change product key

Then make sure that your setting look like same it is uncheck because this option only
allow same level authentication like this is windows10 so the other one will same it is.
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eve - See more search results

Eventbrite
Evernote
everything
evetpractice login

everfi

Event Viewer

App

7 Open

Run as administrator
Open file location

Pin to Start

Pin to taskbar
evereve

evergreen

Folders (4+)
Documents (3+)

Settings (4+)

Then after that in search bar search the event viewer and open it.

8] Event Viewer
File Action View Help

X
«= x5 @
@ e G o
= Custom Views
e Wirdomilone oJ Mame Type Number of Events  Size Windows Logs =
S ETEER— Application Administrative 59,715 20,00 MB /< OpenSaved Log...
€ security (2) Security Administrative 28,315 2000 MB ¥ Create Custom View...
etip Setup Operational 45 63 KB )
| Import Custom View...
] system System Administrative 10,623 6.07 MB
Forwarded Events Forwarded Events  Operational 0 0Bytes View 4
 Applications and Services Lo & Refresh
3 Subscriptions
4 P EH Hep 4
Application a
Open
[E] Properties
H Hep

After opening that click on windows logs and then security to check the security logs.
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[ Event Viewer - X
File Action View Help
=75  HE
{2] Event Viewer (Local) Actions
+ Custom Views . Security N
« [ Windows Logs ate and Time Source  EventID Task Category
Application . 8/21/2024 7:11:46 PM Micros... 4673 Sensitive Privilege Use % Open Saved Log...
Security 21/2024 T:11:46 PM Micros... 4673 Sensitive Privilege Use 7 ;
Setup 2024 T:11:46 PM Micros... 4673 Sensitive Privilege Use '
System .. 8/21720247:11:45 PM Micros... 4672 Sensitive Privilege Use
Forwarded Events . 8/2172024 T:11:46 PM Micros... 4673 Sensitive Privilege Use
Applications and Services L . 8/21/2024 T:11:46 PM Micros... 4673 Sensitive Privilege Use i
Subseriptions .. 8/21720247:11:46 PM Micros... 4673 Sensitive Privilege Use [] Properties
.. 8/21720247:11:45 PM Micros... 4672 Sensitive Privilege Use & Fing..
. 8/21/2024 T11:46 PM Micros... 4673 Sensitive Privilege Use ==
. /2172024 T:11:46 PM Micros... 4673 Sensitive Privilege Use bl Save All Events As...
.. 8/21720247:11:46 PM Micros... 4673 Sensitive Privilege Use Attach 3 Task To this Log...
. B/21/2024 T:11:46 PM Micros... 4672 Sensitive Privilege Use View N
. 8/21/2024 7:11:46 PM Micros... 4673 Sensitive Privilege Use Refrech
Event 4673, Microsoft Windows security auditing. a Help N

General Details

Event 4573, Microsoft Windows security... &
& privileged service was called [Z] Event Properties
] Attach Task To This Event...
Subject:
122 Copy »
Lag Name: Security o Save Selected Events...
Source: Microsoft Windows security Logged: 8/21/2024 7:11:46 PM S Refresh
Event ID: 4673 Task Category: Sensitive Privilege Use a HI ,
<lp
Level: Information Keywords:  Audit Failure
User: /A Computer:  DESKTOP-GORSN3V
OpCode: Info

More Information:  Event Log Online Help

So here as we can see there are some normal default logs of the system so let’s clear
the logs.

BX Administrator: Command Prompt — O b

Ethernet adapter VMware MNetwork Adapter VMnetl:

IPv4 Address
Subnet |
Defaul

Ethernet

1P Address
Subnet Mask

6
Network nnection:

Media dis

Mehmood

Now to monitor security logs we are just trying brute force attack so for now this window
is our victim machine so check windows ip in cmd.
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P4 kali [Running] - Oracle VM VirtualBex %
Fie Machine View Input Ds

Activities Terminal Aug 21 11:14

Mouse integration ...

fox@kali: ~ Auto capture keyboard ...

So here as we can see first, | had created a wordlist that include some usernames and
passwords. And then | had tried brute force attack on my victim machine with hydra tool
so in the end their username and are matched.

2 Event Viewer - x
File Action View Help
e nm S

@ Event Viewer (Local)
3 Custom Views

Security MNumber of events: 310 (/) New events available Actions

« [t Windows Logs Keywords Date and Time Source  EventID Task Category A | | Security =
Application 1 Audit Failure 8/21/2024 8:10:26 PM Micros... 4673 Sensitive Privilege Use /= Open Saved Log..
Security L Audit Failure 8/21/2024 8:10:26 PM Micros... 4673 Sensitive Privilege Use ¥ Create Custom View...
! /21 10 7 :
Setup £ Audit Failure 8/21/2024 8:10:26 PM Micros... 4673 Sensitive Privilege Use Import Custom View..
System T Audtt Failure 872172024 8:10:26 PM Wicros.. 2673 Sensitive Privilege Use
Forwarded Events 8/21/2024 8:10:25 PM Clear Log...
Applications and Services LIl | £ Aydit Failure 8/21/2024 8:10:25 PM Micros... 4776 Credential Validation T Filter Current Log...
23 Subscriptions £ Audit Failure 8/21/2024 8:10:25 PM Micros... 4625 Logon e) [T Propeties
£ Audit Failure 8/21/2024 £:10:25 PM Micros... 4776 Credential Validation B0 Find
£ Audit Failure 8/21/2024 8:10:25 PM Micros... 4625 Logon e
5 Audit Failure 8/21/2024 8:10:25 PM Micros... 4776 Credential Validation Il Save All Events As...
5 Audit Failure 8/21/2024 8:10:25 PM Micros... 4825 Logon e Attach a Task To this Log...
»
EVENTS023, MITCTOSoTe Ty SUGTNG: x

E, Refresh || €D
General | Details = =
»

@ Friendly View () XML View
Event 4625, Microsoft Windows security... &

FailuraRaasnn 04042313

- EventData A [Z] Event Properties
SubjectUserSid  5-1-0-0 ] Attach Task To This Event...
SubjectUserName - [ Copy »
SubjectDomainName - fd Save Selected Events...
Subjectlogonld 0x0 G Refresh
TargetUserSid  S-1-0-0 a Help »
TargetUserName uiui
TargetDomainName
Status 0xc000006d v

So as in that wordlist there are some random usernames and password so here we can
see logs are monitored in event viewer so double click on it to check what info is there.
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@ Event Properties - Event 4625, Micresoft Windows security auditing.

General Details

@®) Friendly View ) XML View

- System "
- Provider
[ Name] Microsoft-Windows-Security-Auditing
[ Guid] {54849625-5478-4994-a5ba-3e3b0328c30d}
EventiD |4625'
Version .
Level 0
Task 12544
Opcode 0
Keywords 0x8010000000000000
- TimeCreated
[ SystemTime] 2024-08-21T15:10:25.470499200Z
EventRecordlD 15647115
- Correlation
[ ActivitylD] {1887745b-f333-0000-ea74-8718a3f3da01}
- Execution
[ ProcessiD] 728 v
[ThreadiDl 121164
Copy Close

As we can see this is our event id monitored there.

{2] Event Properties - Event 4625, Microsoft Windows security auditing.

General Details

(® Friendly View ) XML View
SubjectUsersSid 5-1-0-0
SubjectUserName -
SubjectDomainName -
Subjectlogonld 0x0
TargetUserSid  S-1-0-0
TargetUserName uiui
TargetDomainName
FailureReason
SubStatus Oxc0000064

LogonType b -

LogonProcess LmSsp

AuthenticationPackageMame “:I TLM ' -

((WorkstationNamekali )
TransmittedServices - *

LmPackageName-

Keylength 0

Processid 0x0

ProcessN

IpAddress [192.168 JJ -
IpPort ==

Copy

And these are some attacker info and status etc is include in this event.
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Fuent |D Description
FIEZS | A failed logon attempt. Large numbers of these throughout a network may be indicative
of password guessing or password spraying attacks. Again, the Network Information

section of the event description can provide valuable information about a remote host

attempting to log on to the system. Note that failed logons over RDP may log as !ype 3 |

rather than Type 10, depending on the systems involved.

You can determine more about the reason for the failure by consulting the Failure
Information section of the event description.

So here event id 4625 had some description that user had tried some random password
as | tried wordlist ant trying to guess the password and username.

Common logon failure status codes

Status code Description

0XCOD0005E Currently no logon servers are available to service the logon request.
(0)((:0000054 User logon with misspelled or bad user account. ]J
‘OxCO00006A~ | Userlogon with misspelled or bad password.

0XC000006D This is either due to a bad username or incorrect authentication information.

0XCO00006E Unknown username or bad password.

0xCO00006F User logon outside authorized hours.

0xC0000070 User logon from unauthorized workstation.

0xC0000071 User logon with expired password.

0xC0000072 User logon to account disabled by administrator.

0XC0ooo000DC Indicates the Server was in the wrong state to perform the desired operation.

0XC0000133 Clocks between domain controller and other computer too far out of sync.

0XC000015B The user has not been granted the requested logon type (also known as logon

right) at this machine.

The event failure status code is that mean the bad user is trying wrong passwords.
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E Event Properties - Event 4776, Microsoft Windows security auditing. x

General Details

® Friendly View O XML View

- Froviaer
[ Name] Microsoft-Windows-Security-Auditing N
[ Guid] {54R4GA25-5478-4994-a5ba-3e3b0328c30d}
EventlD |4?T-’6
Version
Level 0
Task 14336
Opcode 0
Keywords 0x8010000000000000
- TimeCreated

[ SystemTimel2024.N2_39T05:42:26.131172200Z
EventRecordID ' 16063333

- Correlation
[ ActivitylD] {90c85732-f3f0-0001-3b57-c890f0f3da01}

d

- Execution
[ ProcessiD] 732
[ThreadID] __2868

Channel ( Security v

Camrnndar NESKTADANARSR 2V

d

Copy Close

Now | have another event there occurred with event id 4776 and event record is that etc.

18] Event Properties - Event 4776, Microsoft Windows security auditing. K

General Details

(O] Friendly View () XML View

Opcode 0 A
Keywords 0x8010000000000000
- TimeCreated
[ SystemTime] 2024-08-22T05:42:26.131172200Z
EventRecordIlD 16063333

- Correlation
[ ActivitylD] {90c85732-f3f0-0001-3b57-c890f0f3da01}

- Execution
[ ProcessiD] 732 e
[ThreadID] 868
Channel Security
Computer DESKTOP-GOR5N3V /
Securitv
EventData

PackageName MICROSOFT_AUTHENTICATION_PACKAGE_V1_0

TargetUserName uiui

Workstation kali

Status Oxc0000064 v

Copy Close

Here is the attacker information and status code.
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4776 This event ID is recorded for NTLM authentication attempts. The Network Information
section of the event description contains additional information about the remote host
in the event of a remote logon attempt. The Keywords field indicates whether the
authentication attempt succeeded or failed. In the event of authentication failure, the
errar code in the event description provides additional details about the failure, as
described in Table 8.3.

A series of failed 4776 events with Error Code CO00006A (the password is invalid)
followed by an Error Code C0000234 (the account is locked out) may be indicative of a
failed password guessing attack (or a user who has simply forgotten the account
password). Similarly, a series of failed 4776 events followed by a successful 4776 event
may show a successful password guessing attack. The presence of Event ID 4776 on a
member server or client is indicative of a user attempting to authenticate to a local
account on that system and may in and of itself be cause for further investigation.

So according that information like event id the user had tried many attempts remotely. But
attacker failed.

Now this is all the information about the windows log analysis in event viewer so we have
to integrate these events of window to Wazuh to monitor there.

so first of all make sure that you Wazuh agent is installed in your windows machine. As |
installed.

Al Apps  Documents

Best match

w Manage Agent
App
Search the web
Manage Agent
manage agent - See more search results App

manage agents wazuh

manage agent trust { Open

manage agent services account Run a5 administrator

Open file location
manage callshaper agent

“ Pin to Start
trellix ens manage agent
LORGRENGETS

manage azure monitor agent
Uninstall

0
o
0
0
0
Jol
L 0
L 0

can real estate agent manage rental
property

manage mobility agent

how many houses does agent 007
manage

[ Ask Copilot (5)

> a - e - L 153PM
£ manage agent A ) | = T A GO gy N

In search bar of Window you can find your Wazuh agent manager.
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3 wazuh Agent Manager
Manage View Heip

Wazuh View Loas L

o ) o

Status: Running

Manage: |P: I 92.168.0.12

Authertication key:  |MDADIHdpbmPvdzE wiGFueSA:

Save ] Refresh I

https://wazuh.com Revision 40817

Then in view tab clink view config file to open the Wazuh configuration file.

| ossec.conf - Notepad — O *

File Edit Format View Help
<!-- Active response --»
<active-response>
<disabled»no</disabled>
<ca_store>wpk_root.pem</ca_store>
<ca_verification>yes</ca_verification>
<factive-response>

«!-- Choose between plain or json format (or both) for internal logs --»
<logging>

<log_format»plain</log_format>
</logging>

<localfile>

<log_format>eventchannel</log_format> ] /

<location>Security</location>
<flocalfile>

</ossec_config>

<!-- END of Default Configuration. --»>

Ln1, Col1 100%  Windows (CRLF) UTF-8

In configuration as | added this file to monitor the security events.
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Ll B3 wazuh Agent Manager
Manage View Help
Start

Co e —

Restart

Status

Exit !
TTANTAOeT T u2.168.0.12

Authentication key: [M DAOIHdpbmR vdzE wIGFu=S A

Save I Befresh I

https://wazuh.com Revision 40817

Then after all setting up, | just open my kali which is my attacker machine this time and
tried the brute force attack.
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= W. Threat Hunting window10 a @
i a a
Top 10 Alert groups evolution 1 Alerts I-
600 windows 200 5
windows_security 10
0 @ authentication_failed
150
authentication _failures :
400
2 300 y) 2 100
o o
200
50
100
|
0 0
03:00 06:00 09:00 12:00 15:00 18:00 21:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00
timestamp per 30 minutes timestamp per 30 minutes
— P — - E
Top 5 alerts v Top 5 rule groups [ Top 5 PCI DSS Reguirements v
@ Logon failure - Unkno-- windows 10.24
Multiple Windows log- windows_security 1025
’ @ authentication_failed 14
authentication failures

Here now open your Wazuh dashboard and select your machine and go to threat hunting
section. So here you can see all events.

Subject:
Security 1D:
Account Name:
Account Domain:
Logon ID: Ox0

5-1-0-0

Logon Type: 3

Account For Which Logon Failed:
Security 1D: S-1-0-0
Account Name: uiui
Account Domain:

Failure Information
Failure Reason
Status
Sub Status:

Unknown user name or bad password.
0xC000006D
0xC0000064

Process Information:
Caller Process 1D OxQ
Caller Process Name

etwork Information:
Workstation Name: kali
Source Network Address:
Source Port: 0

192.168.0.120

Here are some details of the attacker machine and status codes which | explained earlier
in this lecture.
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UdlE WINLEVETIIUEIE. SUUD LIS

data.win.eventdata subjectLegonld 0x0
data.win.eventdata subjectUserSid 5100
data.win.eventdata.targetUserNam uii

@ [ datawin.eventdata targetUserSid 5100

data win.eventdata workstationNar|je kali

data win.system channel Security

data.win.system.computer DESKTOP-GORSN3V

data win.system.eventlD 4625

data win.system eventRecordID 18717319

data.win.system keywords 0x8010000000000000

data.win.system.level 0

data.win.system.message "An account failed to loa on e

Here is how some more information of this event like event id attacker system name event
type security etc.
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Linux and Windows Log Analysis Summary

Linux Logs:

Logs in Linux systems, such as boot.log, cron.log, secure.log, mail.log, httpd.log, and
messages.log, are stored in the /var/log directory and are essential for monitoring system
activity and diagnosing issues. Each log serves a specific purpose: boot.log records
startup events, cron.og logs scheduled tasks, secure.log tracks security-related
information, mail.log covers email processing, httpd.log details web server activity, and
messages.log captures general system events. To analyze these logs, utilities can be
used to review their contents and integrate them with Wazuh for centralized monitoring.

Windows Logs:

In Windows, logs such as Security, Application, and System logs are accessed through
the Event Viewer and are crucial for monitoring system activity, detecting security events,
and troubleshooting issues. Monitoring these logs helps identify unauthorized access and
track system changes. Integrating Windows logs with Wazuh involves configuring the
Wazuh agent to capture and send logs to a central server, where they can be analyzed
for potential threats using the Wazuh dashboard
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